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COUNTERING THREATS TO NATIONAL SECURITY IN THE 

INFORMATION SPHERE: THE LEGAL ASPECT 

 

The article contains an analysis of trends in countering threats to national 

security. The author substantiates that the peculiarity of modern society is the 

development of information technologies that allow much faster production operations 

that previously took a lot of time and effort. Such trends can save human, temporary 

and other material resources. At the same time, informatization contributed to the 

emergence of the phenomenon of an excessive dependence of a person on information 

technology, with the help of which he is now able to fulfill his functional duties. A 

person becomes alienated from the means of production, the employee turns into a 

passive application to certain programs, entering certain information and data into 

them, receiving and printing the results of their analysis, and not understanding even 

the fundamental principles of information processing. 

The author substantiates that under such conditions the victimization of the most 

vulnerable part of any information security system - the human being - increases. 

The article contains an analysis of the provisions of the Law of Ukraine "On 

National Security of Ukraine". The author claims that the said law is more perfect than 

the previous legislative act, but at the same time a large number of gaps remained in it 

related to determining the features of ensuring information security. Overcoming these 

shortcomings and gaps is a condition and a necessary factor for creating a reliable 

mechanism for ensuring information security in Ukraine.  

The author concludes that the problem of countering information threats in the 

field of national security is today the most important for ensuring state sovereignty, 



territorial integrity and independence of our state. The efforts of state authorities and 

local self-government, scientists, all active subjects of civil society should be aimed at 

solving this problem. The legislation regulating issues related to ensuring national 

security in the information sphere is notable for its inconsistency, the presence of a 

large number of gaps, and it does not allow determining the legal status, scope of rights, 

duties and responsibilities of entities whose activities should ensure national security 

in the information sphere. 
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